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Windows 10 o4eHb ntobut NHTepHeT. OBHOBEHUS, CUHXPOHU3AUMKN, TENEMETPUS U
el Kyya pasHomN APYroii o4eHb HYXHOM EV nHdopmaLumm NoCTOSHHO rynseT yepes
Halun ceTeBble coeauHeHus. B «cTaHgapTHOM» CueHapuu UCMonb30BaHus, Koraa
Windows 10 ynpaBnsieT goMalluHMM unm pabovmm KoMnbloTEPOM, 3TO, B 06LLEM-TO,
TEpPnMMO, XOTSl U HE OYEHb NPUSTHO.

OAHaKo XM3Hb CIIOXHAas LWTYKa U HE OrpaHNYMBaETCs TOSNbKO CTaHAAPTHLIMU
BapuaHTamu. CyLLeCTBYIOT CuTyaLmm, korga nogobHasa ceteBasi akTMBHOCTb
onepaunoHHon cuctemol (OC) HexxenaTenbHa U gaxe BpegHa. 3a npumepamu ganeko
XoOuTb He Hapo. MNonpobynte NnoakntounTb K IHTEPHETY AABHO HE MCMOMb3YEMbIN
pe3epBHbIN KOMMbIOTEP, COOPaHHbLIN Ha cTapoMm xenese. [loka codT Ha HEM He
obHoBUTCSA, UCNoNb3oBaTh ero OyaeT NpakTUYeCcKn HEBO3MOXHO, BCE ByaeT AMKO
TOPMO3UTb U €Ne LWEBENUTLCSA. A eCrnii BaM B 3TOT MOMEHT HY>KHO CPOYHO YTO-TO
coenaTtb?

[nsa Toro 4To6bLlI NOAOGHOrO HE NPOMCXOANIO0, HE0BXoAMMO «3aTKHYTb poT Windows»,
TO eCTb cAenaTtb Tak, YToObl OHa CaMOCTOSTENbHO NepecTana «CTy4aTbCa» B
NHTepHeT, ycTaHaBnuBaTb OOGHOBINEHMS M 3aHMMATbCA NPoYMMM HenoTpebeTBamu. Bot
WMEHHO 3TUM Mbl C BaMu U 3aNMEMCH.

Ecnun 661 onepaumoHHas cuctema (OC) paspabaTbiBanach 455 yOOBETBOPEHUS HYXA
notpebutenen, To 3Ty cTaTbio NucaTb Obl He Npuwnock. B OC 6binu 66l cTaHaapTHbIE
MeXaHU3Mbl HACTPOMKKN, C MOMOLLbIO KOTOPbIX MOXHO ObIfio 6bl OTKNHOYNTL BECH
HEeHY>XHbI (PYHKUMOHAM, HO, K COXalleHWo, 3TO He Tak.

Mpobnema B TOM, 4TO KOMMbIOTEP, yNpasnsemMbli Windows 10, Ham He NpUHaANEXuT.
OC cogepxuT HeygansemMble NPUNOXEHNSA, OHa MOXET CaMOCTOSATENBbHO OTMEHATb
AEeNcTBUS nonb3oBaTens, yaandTtb UNn MHCTanIMpoBaTh NPorpaMmmbl, a Takke genatb

1


https://habr.com/ru/companies/ruvds/articles/778466/

Apyrue Beluu, naylime Bpaspes ¢ MHeH1eM nonb3oBaTtensi, byab OH Aaxe
agMUHUCTPATOpP CUCTEMBI.

NHTerpauus c obnayHbimu cepsucamm B Windows 10 peanunsoBaHa Tak XXECTKO, YTO
6e360ne3HeHHO OTKMYNTL €€ NPOCTO HEBO3MOXHO. [Npu nobon nonbiTke AeakTuBauum
X0TS 6bl YacTn aToro yHkumoHana B OC obsa3aTenbHO YTO-HNOYAb Aa crioMaeTcs.
MoaToMy ganbHenwWwnn matepuarn, Tak ckasaTb, And NpodecCnoHanbLHoOro
ncnonb3oBaHus. He pekomeHayeTcs NPUMEHATbL €ro Ha BalLMX KoMnbioTepax 6e3
npenBapuUTEnbHOro TECTUPOBAHUS U OTNaaKu.

3Han cBoero Bpara B n1L0

[MepBbiM LWIarom B HaLlen BOMHE C «Napa3vTHON» ceTeBon akTuBHoCTbi0 OC byaet
nccnegoBaHMe 3TOM CaMOW akTUBHOCTU. [N 3Toro Mol co6epém npocTenLuni
nabopaTopHbIN CTEHA, COCTOALNIA N3 ABYX BUPTYyaribHbIX MawwnH (BM).

WUHTe pHeT

Windows 10 Linux-wnio3
(NAT, DNS-cepsep)

3aecb Windows 10 6yaeT BbIxoauTb B VIHTEPHET Yepes NPOMEXYTOUHbIN Linux-Lwusto3,
koTopbIn ByaeT okasbiBaTh en ycnyrn NAT n DNS-cepsepa.

WcecneposaTh «napasuTHbIM» ceTeBOW Tpaduk Byaem kak Ha Linux-wso3e, Tak U Ha
camon Windows 10. Ha wnto3e ato 6yaem genatb ¢ nomoLbio cHuddepa tecpdump m
noros DNS-cepBepa, a Ha Windows 10 Mbl Bocnonb3yemMmcs yTUnmnTon Process
Monitor n3 naketa Sysinternals.

HacTporiky Linux-wrnto3a onyctum u3-3a 6aHanbHOCTK, a Nnpo Process Monitor ckaxxem
napy crnos. [ins Hawux uenen caenaem cnegyowime waru:

1. OTknioumm 3axBaT BCeX COObITUI, KPOME TeX, YTO CBA3aHbI C ceTbto. [nga 3Toro
rnaBHbIN Tynbap HacTpoum criegyroLmm obpasom:

B Process Monitor - Sysinternals: www._sysinternals.com .
File Edit Event Filter Tools Options Help

PELORIYAO & F L (=2 E

2. HacTtpoum cbpoc oTpmnbTpoBaHHbIX COObITUIA, YTODObLI HE BbINO NEepenoNHeHNs
namsTiu.

Ansa atoro B Menu > Filter n aktnsmpyem onuuto «Drop filtered events».


https://learn.microsoft.com/en-us/sysinternals/downloads/procmon
https://learn.microsoft.com/en-us/sysinternals/downloads/procmon

3. HaCTpOI/IM rnaBHbIN 3KpaH, 410 Obl OH 0T06pa>+<an TOJIbKO TO, YTO HaM HYXHO.

I Process Monitor - Sysinternals: www.sysintern:

File Edit Event m Tools Options Help
= B : - B [i Enable Advanced Output

Timeo.. Process Ny Fijter... Ctrl+L
Reset Filter Ctrl+R
Load Filter »
Save Filter...

Organize Filters...

Filtered Events

@ Highlight... Ctrl+H

OTkpbiBaeM Options > Select columns 1 ctaBum ranku TONbKO HaNPOTUB
nyHKTOB: «Process namey», «Command Line» un «Path»

| Process Monitor Column Selection

Application Details
Process Name
[Jimage Path
(I Command Line
[ ] Company Name

Event Details
[] Sequence Number
[] Event Class
["] Operation
[[] Date &Time
[[] Time of Day
O Category

Process Management
[JUser Name
[ Session ID
[[] Authentication ID
O Integrity

X

Select columns to appear in the Process Monitor window:

[] Description
l:] Version
[] Architecture

Path

[] Detail

[] Result

[ Relative Time

[_] buration

O Completion Time

(] Process ID
[]Thread 1D
[]Parent PID
(] virtualized

OK Cancel




B pesynbTaTe Bcex aTUX 3K3epuuuunin Npu aHanmae ceteBoro Tpaduka Mbl CMOXEM
yBUAETb NPOLECC, UHULIMUPYIOLWUI coeauHeHMe, CEeTEBOIN afpec HasHa4YeHus, U MMeHa
ceTeBbIX CNy0, 3anyckaeMblx Yepes crneunannaMpoBaHHbIi npouecc svchost.exe.

NUma cnyxbbl

Bl Process Monitor - Sysinternals: www.sysinternals.com -
File Edit Event Filter Jools Options Help

CELUNREYAO/I&H F L/ K& N

Process Name Path Command Line

8-/ svchost exe DESKTOP-OFH32DS:61636 -> 192.168.100.2:domain C:\Windows\system32\svchost exe -k NetworkService -p -s Dnscache

| 8 svchost exe DESKTOP-OFH32DS:61636 -> 192.168.100.2:domain C:\Windows\system32\svchost exe -k NetworkService -p -s Dnscache

|8 /MsMpEng.exe DESKTOP-OFH32DS:49837 -> 20.223.46.67:https "C:\ProgramData\Microsoft\Windows Defender\Platform\4.18.23100.2009-0\MsMpEng.exe"

Mma npouecca T

Appec, K KoTopomy
nponcxoaut
noaknto4yeHne

MepBbin 3amep

Haw nepBbint 3amep ByaeT cambint npocton. Mbl goxagémca vyaa, korga Windows
nepecTtaHeT nepegasaTb YTO-NMMbHO B IHTEpHET, nocne 4Yero npobexmmes no
cTaHaapTHbIM HacTporikam OC 1 nocMoTpuM, Kakon Tpaduk npu aTom byaet
reHepvpoBaTbCA.

Backed by virtual memory.

Ll © Type here to search

(aHumuposaHHbIU GIF https://habrastorage.org/webt/go/zq/fw/gozgfwygmn-

fvwbp6dglmcuc-ns.gif)

CmoTpuTe, Kak 340poBo. B NIHTepHeT nepegaétcsa nHgopmaumnsa npakTU4eckn o
Kakgom Hawem knuke. NpuBaTtHocTb? He, He cribiwan... YTo X, Mbl HAy4YMnmuchb
OeTekTUpoBaTb «napasuTHbIny Tpaduk. Tenepb 6yaem pas3bupartbes, Kak ero
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6rnokupoBaThb.

BapuaHT 6nokupoBkn N2 1 - Windows Firewall

Hanbonee normyHbiM BapnaHTOM GITIOKMPOBKU BbIFMAAMT UCNOSb30BaHNE LUTAaTHOIO
MexceTeBoro akpaHa — Windows Firewall. [1o noruke Bewen Mbl JOSTKHbI KAKUM-TO
obpasom nageHTUdnLMpoBaTh NapasuTHbLIN TpaduK 1 3aTeM ero 3abrnokMpoBaThb.
CpoenaTtb 3TO MOXHO ABYMS ciocobamu:

1. OcTaBuTb paspeLLéHHbIM BECb UCXOASLLIMIA TpaduK U Npu 3ToM GrnokMpoBaTb
TONBbKO TOT, YTO Mbl COMTEM NapasnUTHbIM.

2. 3anpeTuTb BeCb MCXogawwmn Tpaduk, a 3aTem paspeLLmnTb TOMbKO TOT, YTO
COYTEM HYXHbIM (HE NapasnTHbLIM).

Ho nockornbKy Mbl paboTaem B HE4OBEPEHHOW CUCTEME, TO HAM HYXHO yb6eauTbCs, 4YTo
Windows Firewall B npuHumne Ha aTo cnocobeH. B 4acTHOCTW, HaM HY>KHO
yOOCTOBEPUTBLCS, YTO:

1. Windows Firewall moxeT paspeluatb nnu 3anpewatb cucteMHbln Tpadpdpuk OC.

2. Windows Firewall moxeT paspeluatb unm 3anpewiatb Tpaddduk ¢
rPaHYNAPHOCTLIO 40 CUCTEMHbIX CITY>0.

3. Windows Firewall camocToaTeNlbHO He OTMEHUT CAeNaHHbIe HaMu Npasua unm
ApYyrumM obpa3oM He MPOSABUT U3MULLHIOW CaMOCTOATENbHOCTb.

Tect gns Windows Firewall N2 1. Mo)eT nu OH 610KMPOBaTb CUCTEMHbIN
Tpauk?

Mpes akcnepumeHTa oveHb npocta. Mbl 3anpetum nobyto ceTeBYIO aKTUBHOCTb U
NOCMOTPUM, Kakon Tpadumk ByaeT npoxoauTb Yepes 3TOoT 3anpeT. [ng aToro B
HacTpomnkax Windows Firewall yctaHoB1M no ymon4yaHuio 6r10KMPOBKY BCETO
ncxogawero u Bxogswero Tpaduka, nocne 4Yero yaanum Bce npasusia UCKNIYEHUs.
[laHHbIEe CO LWN3a roBOPSAT O TOM, YTO «nNapasnTHbIN» VIHTepHeT-TpaduK OTCYTCTBYET,
n dpukcmpytotes Tonbko ARP-3anpocsl.



BuptyanbHaa mawunHa Windows 10

£ Type here to search

BupTtyanbHaa mawuHa Linux-host

*ypHan pabotbl DNS-cepBepa

*ypHan pabotbl cHuddepa

MonyyaeTtcsa, Windows Firewall moxeT aencteuteneHo 3abnokuposaTb Becb VIHTepHeT-

Tpaduk. 3By4nT oOHagéxXmBatoLLe.

B aToM aKkcnepumMmeHTe Mbl 4OMmkHbI YoeanTtbesa, yto Windows Firewall moxeT
ynpaenaTb TpadMKoM C rpaHynsAapHOCTbIO A0 cepBuca. [1na atoro nonpobyem
paspewnTb Tpaduk ans cuctemHoro DNS-knunenTa (umst aton cnyxbel — Dnscache). C
NMOMOLLIbIO MacTepa HaCTPOMKM cO30aauM UCXoasLuee nNpaBuio, paspeLuatollee BeCb
TpaduK, N yKaxeM, YToObl OHO MPUMEHSNOCH K AaHHOK cnyxbe.

Customize Service Settings
|

Aoply this nie as follows
| (O Apply to sl programs and services
O Poply to gervices only
(®) Apply to this service
Name
«, DialogBlockingService
«, Display Enhancement Service
«, Display Policy Service
«;, Distnbuted Link Tracking Clent
«, Distributed Transaction Coordinator
¥ DNS Chent
«, Downloaded Maps Manager

«, Embedded Mode
. Encrvoting File Svstem (EFS)

Short Name o

DialogBlockingService
DisplayEnhancementSer
DispBrokerDeskiopSve

TrkWks

MSDTC

Dnscache

MapsBroker

embeddedmode

EFS S

(O Apply to service with this service short name (example: eventlog)

CMOTpuM, 4TO TaM Ha LMo3e.



BuptyanbHasa mawunHa Windows 10 BupTtyanbHaa mawmHa Linux-host

ypHan paborbl DNS-cepsepa

HypHan pabotbl cHuddepa

LIl © Type here to search

CnoBHO 4ernoBek, U3HbIBaOLWMI OT Xaxabl Npu Buae 6yToinkm ynucton Boasl, Windows
10 nocne paspeleHnsa paboTtsl DNS-knuneHTa cpasy xe 6pocmnach nbiTaTbCs YTO-
HNMOYOb NnepenaTtb Uy NonNyYnTb 13 VIHTEpHeTa, BeAb OHa He Obina B OHNANHE yXe
HECKONbKO MMHYT. Mano nun 4to Tam Morno nponsonTtu!

Windows Firewall npowén n ato ncneitaHme. Octancs nocnegHnn war.

Tect gns Windows Firewall N2 3. byaeTt nu Windows Firewall
CAMOCTOATENbHO UCNPaBATb NPaBWUIa, CO3/laHHble NoNb30oBaTenem?

OaHMM 13 reHepaTopoB «MNapas3uTHOro» Tpadumka ABNAETCA BCTPOEHHbIA aHTUBUPYC
Windows Defender. OH ka4aeT o6HoBReHus 6a3, a Takke nepegaét B 06nayHbIn
cepBuUc (KOTOPbIN cyasa Mo rpynnoBbIM NonuTUKam, HasbisaeTca SpyNet)
npuHagnexawme sam annsl. B kauectBe Tecta nonpobyem 3abnoknposaTb 3Ty
CeTeBYI0 aKTUBHOCTb.

[ns cxembl C paspeLléHHbIM NO YMOSTYaHMI0 UCXOAALWMUM Tpadnkom co3ganmm
npasuno 6noknposkn Windows Defender. [ns aToro B npaBune 610KMPOBKN yKaXXeM
nyTb K 6riokmpyemon nporpamme: «C:\Program Files\Windows
Defender\MpCmdRun.exe»



& New Outbound Rule Wizard X

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
) Rule Type Does this rule apply to all programs or a specific program?
» Program
@ Action () All programs
e Profile Rule applies to all connections on the computer that match other rule properties.
@ Name =
(®) This program path:
C:\Program Files\Windows DefenderMpCmdRun.exe] Browse...
Example: c:\path'\program exe

“ProgramFiles%.\browser\browser exe

B momeHT 3anucu npasuna cpasy xe cpabartbiBaet Windows Defender ¢
obHapyxeHunem yrpo3sbl (WDBlockFirewallRule) n ynanseTt caenaHHoe Hamu npasurio.

N Administrator: Windows PowerShell — [l X

CategoryID

DidThreatExecute

IsActive

Resources :

RollupStatus i 67

SchemaVersion : 1.0.0.0
5

: 2147773266
ThreatName : Behavior:Win32/wbBlockFirewallRule.P

TypelD )
PSComputerName

PS C:\Windows\system32>




Taknm obpasom, nocnegHun Tect Windows Firewall nposanun. KoHeyHo, npaBuna
yananun He Windows Firewall, a gpyron komnoHeHT OC, TeM HE MEHEE Mbl B O4EPESHON
pa3 y6eaunncb, YTO Hall KOMMNbIOTEP HAM He MPUHAOIexXuT.

HecmoTps Ha Bce BblkpyTachl, ncnosnb3osaHune Windows Firewall gnst 6noknposkm
napasmnTHOro Tpaduka BO3MOXHO. EQMHCTBEHHOM JOCTYNHOW B A4@HHOM Cllydae cXeMou
ByneT GrnoKMpoBKa N0 yMONYaHMIO BCEro UCXOASALLEro Tpaduka ¢ co3gaHmem
paspeLuatroLmx npasmn ansa Tpaduka, KOToOpbIi Mbl COYTEM HYXXHBIM. TEM HE MeHee
ocagouek octarncs, n ucnonob3osatb Windows Firewall ganbLue mbl He Bygem.

Kopnopauuto Microsoft HaBepHO Tak 3agonb6anu ¢ Hae3gamu Nno NoBoAy He B Mepy
peTuBon ceteBon aktmeHocTn Windows, 4To oHa BbinycTuna rang «Manage
connections from Windows 10 and Windows 11 operating system components to
Microsoft services» 0 TOM, Kak HEMHOIo NPUTOPMO3UTL €€ Nblin. B rage npuseneHsbl
WMHCTPYKLUMK, KaK C MOMOLLbIO rPYNNOBbIX NOAUTUK UM MaHUMYNALUA C peecTpoM
OTKIMOYMTL YacTb ceTeBblX Bo3amoxHocTen OC. Takke Microsoft npegnaraet yganutb
HEeKOTOpble BCTPOEHHbIE NpunoxeHna. Peanusauunsa ranga lNpuseneHa B MNpunoxeHnax:

MNpunoxeHune 1. REG-dawnn ypoBHE nonb3oBaTteng user.req
MpunoxeHue 2. REG-thann ypoBHS KOMNLKTEP comp.reqg
MNpunoxeHune 3. PowerShell-ckpunT, yoanawwun BCE BCTpoeHHbIe NpuiioxXeHus

MpuMeHuM BCce 3Tn (hannel, nepesarpy3vmMca 1 NOCMOTPUM, YTO CTAHET C TPaUKOM.

BaxHo! Nepen npumeHeHnem REG-dannos He06X0AMMO OTKIIOYUTL CamMo3aLuunTy
Windows Defender (Tamper protection). O Tom, kKak 310 caenatb, OyaeT B KOHLE
cTaTbMm.

BupTtyanbHaa mawuHa Windows 10 BupTtyanbHasa mawuHa Linux-host

yypHan pabotbl DNS-cepBepa

HypHan paboTbl cHuddpepa
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«lMapasnTHbINY TpadUK YMEHbLUWICS B pas3bl, HO, OX1aaemMo, He nponars NofHOCTLIO.
AHanna gooHoBOro Tpaduka Haxogsienca B npoctoe BM BbisiBUn crnegyrowmx
«BONTYHOBY:

MS Edge;

Cepsuc Delivery Optimization (DoSvc);
Cepsuc AppX Deployment Service (AppXSVC);
Cepsuc Windows Update (wuauserv).

hrwDbdPRE

C 6onbluen YacTbio 6ONTYHOB MOXHO pa3obpaTtbCes, yka3aB B CBOMCTBAxX CETEBOrO
NOAKITOYEHMS, YTO OHO NnMUTMpPoBaHHoe (mettered). [1na npoBogHbix (Ethernet)
coeaVHEeHW caenaTb 3TO MOXHO C MOMOLLbIO cKpunTa B [MNpunoxeHnn.

MpunoxeHue 4. PowerShell-ckpunT, ycTaHaBAMBaLWMINA NPU3HAK IMMUTUPOBAHHOIO
coeNHeHns

[Mocne npumeHeHnst aToro ckpunta o6bEM nepegaBaemMoro Tpadmka CHU3NTCS eLué
bonbwe (~1Mb/yac), a eanHcTBEHHbLIM BonTyHOM ocTaHeTcss MS Edge. Ecnu Bbl
nnaHupyeTe 1cnonb3oBaTh 3TOT Opay3ep B AanbHENLIEM, TO HA 3TOM MOXHO U
yCcnokouTbCs. [1ns Tex xe, KTo XO4eT NOSIHOM NpMBaTHOCTKU, HeobxoamMmo nobeanTb
dumHanbHoro 6occa — MS Edge.

UTo6bl NPUKPbLITE EMY POT, HEOOXOAMMO C MOMOLLbIO LWTATHbIX cpeacTs (Menu >
Settings) HacTpouTb 6pay3ep Takum o6pasom, 4TOObl OH UCMONb30Ban obnayHble
CNy>0Obl, CAHXPOHMU3MPOBAIICS U BbIMOSHSM MPOYY CETEBYH aKTUBHOCTb MO MUHUMYMY.
Ecnu TpebyeTca HacTpoOUTb HECKOSbKO MalLMH, TO MOXHO TOMbKO Ha OAHOM HacTpoUTb
nonb3oBaTenbCKNin Npodunb B Opaysepe, a NOTOM KONMPOBATL €ro Ha Bce apyrue
MawwuHbl. MNpodunb xpaHutcs B "%LOCALAPPDATA%\Microsoft\Edge\User Data".

Mocne HacTporiku Bpay3epa HeobxoanMo OTKIMYMTL CNyXbbl Edge, oTBevatowme 3a
0BHOBNEHUSA, 1 yOanNUTb 3a4aHusa U3 CUCTEMHOIO nnaHuposLymKka. CaenaTb BCE 3TO
MOXHO CneaylLwmM CKpUNTOM U3 MPUNOXEHUS:

MpunoxeHue 5. PowerShell-ckpunT, oTKkN4YaoLwWmn cnyxosl obHosneHnsa MS Edge

Mocne Bcex aTux manunynauum ¢ MS Edge cuctema nonHOCTLIO NpekpaTuT
reHepupoBaTb POHOBbIV IHTEPHET-TpadhuK (NPpU N3MEPEHUN B PEXMME NPOCTOSA).
BaxxHO OTMETUTb, 4YTO NOOM HEOCTOPOXHBLIN 3anyck MS Edge npmBedéTt K TOMy, YTO OH
cHOBa byaeT BTuxaps ctydyatbcs B VIHTepHeT. Tak 4To ByabTe OCTOPOXKHbI.

OTknoueHune Windows Defender

[aHHbIN War aBnaeTcs onuMoHanbHbIM, NOCKOMbKY 60NTANBOCTL BCTPOEHHOIO
aHTMBMpYCa CyLeCcTBEHHO orpaHnyntTca REG-cdannamm, npuBegéHHbIMM BhiLLE.
OpHako, B yCnoBusix, Korga aHTUBUPYC HE OBHOBIISIETCH, OH TePSIET BCAKYHO
aKTyanbHOCTb U XPET pecypchbl BNyCTyH. YTOObI €ro OTKNIYNTb, HYXKHO caenaTtb
cnegytollee:
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1. Pykamu, c nomowibto GUI B HacTponkax aHTMBMpyca HeO6X04MMO OTKITHOUNTD
onumto « Tamper protection» (Settings > Update & Security > Windows Security >
Virus & Threat protection > Virus & Threat protection settings > Tamper
protection off).

Windows Security = O X
SuUDMmIt 8 sampie manuaily
-
= Tamper Protection
o Prevents others from tampering with important security features.
o | @ o
R Learn more
@
= Controlled folder access

Protect files, folders, and memory areas on your device from unauthorized
changes by unfriendly applications.

Manage Controlled folder access

Exclusions

Microsoft Defender Antivirus won't scan items that you've excluded.

2. 3aTtem cnegyet npumeHuTb crnegyowmn REG-dann na NpunoxeHus.

MpunoxeHue 6. REG-dann, otkntovarowmmn Windows Defender

KpaTkas MHCTPYKLUA NPUMEHEHUA AAHHOTO cnocoba 6N10KMPOBKY

1. 3arpysuntb REG-thannbl ypoBHs Nonb3oBaTens user.reg n ypoBHS KOMMbOTEPA
comp.reg.

3anycTutb CKpUNT, yAANSaLWmMi BCTPOEHHbIE NPUIOXKEHNS.

3anycTntb CKpUNT, yCTaHaBMMBAKOLNA NPU3HAK IMMUTUPOBAHHOTO COEAMHEHUS.
lMpoBecTu HacTponky bpaysepa MS Edge.

3anycTtuTb CKpUNT, OTKMNOYaoLWNn MexaHmambl obHoBneHnss MS Edge.

a kWb

MocneBKycue n cTpaTerns nCnonb3oBaHUs

Kak y>xe oTMevanoch Bbille, Nobble NonbITKN OTKMOYEHUS ceTeBbiX BO3MoXHocTen OC
Windows 10 npuBoasT kK npobnemam. [JaHHbIn cnocob He NCKNoYeHe.

npaKTI/IKa nokasara, 4To nocrie rnposeneHnAa BCex 3aTux MaHI/II'IyJ'IFILI,VII7I HEeKOTOopbIe
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nporpamMmmel, Hanpumep, Mozilla Firefox, oTkasbiBaoTCs MHCTaNMMpoBaTbCAa. Tem He
MeHee paHee yCTaHOBMEHHble nporpaMmbl, TOT xe Firefox, npogomxkatot paboTtaTs. Beé
9TO rOBOPUT O TOM, YTO CcTpaTerus «3aTblkaHusa pta Windows» gomkHa ObiTb Takom:

1. TMonHocTblo 06HOBUTL OC.
2. VIHcTannaumsa un HacTponka TpebyemMbiX CTOPOHHUX MporpamMm.
3. OTKnNoYeHne «napasnTHOro» ceTeBoro Tpaduka.
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MpunoxkeHue 1. REG-pann ypoBHS NoNb30BaTENSA USEr.reg
Ipumeuanue. Byovme akkypamuvl ¢ nepeHocami. Cmpox.

Windows Registry Editor Version 5.600

; 8. Internet Explorer. Turn off the home page
[HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet Explorer\Main]
"Start Page"="about:blank"

; 8. Internet Explorer. Turn off the home page
[HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet Explorer\Control
Panel]

"HomePage"=dword:1

; 8. Internet Explorer. Disable first run wizard
[HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet Explorer\Main]
"DisableFirstRunCustomize"=dword:1

; 8. Internet Explorer. Set about:blank in new tab
[HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet
Explorer\TabbedBrowsing]

"NewTabPageShow"=dword: 0

; 8.1 ActiveX control blocking. Disable periodocally download a list of out-
of-date ActiveX controls

[HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\VersionManager]
"DownloadVersionList"=dword:o

; 18.1 General. Disable websites access to my language list
[HKEY_CURRENT_USER\Control Panel\Internationall\User Profile]
"HttpAcceptLanguageOptOut"=dword: 00000001

; 18.1 General. Disable track app launches
[HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Advance
d]

"Start_TrackProgs"=dword:00000000

; 18.1 General. Turn off SmartScreen check of URLs what Microsoft Store apps
use:

[HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\AppHost ]
"EnableWebContentEvaluation"=dword:00000000

; 18.6 Speech. Prevent sending your voice input to Microsoft Speech services:
[HKEY_CURRENT_USER\SOFTWARE\Microsoft\Speech_OneCore\Settings\OnlineSpeechPri
vacy]

"HasAccepted"=dword: 00000000

; 18.16 Feedback & diagnostics. Turn off tailored experiences
[HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\CloudContent]
"DisableTailoredExperiencesWithDiagnosticData"=dword:1

; 18.21 Inking & Typing. Turn off Inking & Typing data collection
[HKEY_CURRENT_USER\Software\Policies\Microsoft\InputPersonalization]
"RestrictImplicitTextCollection"=dword:0

; 18.21 Inking & Typing. Turn off Inking & Typing data collection
[HKEY_CURRENT_USER\Software\Policies\Microsoft\InputPersonalization]
"RestrictImplicitInkCollection"=dword:0
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; 18.21 Inking & Typing. Turn off Inking & Typing data collection
[HKEY_CURRENT_USER\SOFTWARE\Microsoft\InputPersonalization]
"RestrictImplicitInkCollection"=dword:00000001

;5 18.21 Inking & Typing. Turn off Inking & Typing data collection
[HKEY_CURRENT_USER\SOFTWARE\Microsoft\InputPersonalization]
"RestrictImplicitTextCollection"=dword:00000001

; 21. Sync your settings
[HKEY_CURRENT_USER\SOFTWARE\Microsoft\Messaging]
"CloudServiceSyncEnabled"=dword:00000000

; 25. Personalized Experiences. Disable feature
[HKEY_ CURRENT_USER\Software\Policies\Microsoft\Windows\CloudContent]
"DisableWindowsSpotlightFeatures"=dword:1

5 11l This must be done within 15 minutes after Windows 10 or Windows 11 is
installed.

; 25. Personalized Experiences. Disable feature
[HKEY_CURRENT_USER\SOFTWARE\Policies\Microsoft\Windows\CloudContent]
"DisableCloudOptimizedContent"=dword:06000001

5 29. Windows Update. Turn off
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Windows
Update]

"DisableWindowsUpdateAccess"=dword:1

5 29. Windows Update. Turn off
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Windows
Update]

"DisableWindowsUpdateAccessMode"=dword:0
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MpunoxkeHue 2. REG-pann ypoBHSA KOMNbOTEP coMp.reg
Ipumeuanue. Byovme akkypammwl ¢ nepeHocami. Cmpox.

Windows Registry Editor Version 5.600

; 1. Automatic Root Certificates Update. Disable auto update
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\SystemCertificates\AuthRoot]
"DisableRootAutoUpdate"=dword:1

; 1. Automatic Root Certificates Update. Disable auto update
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\SystemCertificates\ChainEngin
e\Config]

"ChainUrlRetrievalTimeoutMilliseconds"=dword: 15000

; 1. Automatic Root Certificates Update. Disable auto update
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\SystemCertificates\ChainEngin
e\Config]

"ChainRevAccumulativeUrlRetrievalTimeoutMilliseconds"=dword: 20000

; 1. Automatic Root Certificates Update. Disable auto update
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\SystemCertificates\ChainEngin
e\Config]

"Options"=dword:0

; 1. Automatic Root Certificates Update. Disable auto update
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\SystemCertificates\ChainEngin
e\Config]

"CrossCertDownloadIntervalHours"=dword:168

; 1. Automatic Root Certificates Update. Disable auto update
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\SystemCertificates\DPNGRA\Cer
tificates]

; 1. Automatic Root Certificates Update. Disable auto update
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\SystemCertificates\DPNGRA\CRL

s]

; 1. Automatic Root Certificates Update. Disable auto update
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\SystemCertificates\DPNGRA\CTL

s]

; 1. Automatic Root Certificates Update. Disable auto update
[HKEY LOCAL_MACHINE\Software\Policies\Microsoft\SystemCertificates\FVE\Certif
icates]

; 1. Automatic Root Certificates Update. Disable auto update
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\SystemCertificates\FVE\CRLs]

; 1. Automatic Root Certificates Update. Disable auto update
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\SystemCertificates\FVE\CTLs]

; 2.1 Cortana and Search Group Policies. Turn off Cortana
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Windows Search]
"AllowCortana"=dword: 0

; 2.1 Cortana and Search Group Policies. Block access to location information
for Cortana
[HKEY_ LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Windows Search]
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"AllowSearchToUselLocation"=dword:o

; 2.1 Cortana and Search Group Policies. Remove the option to search the
Internet from Cortana
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Windows Search]
"DisablelWebSearch"=dword:1

; 2.1 Cortana and Search Group Policies. Stop web queries and results from
showing in Search

[HKEY LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Windows Search]
"ConnectedSearchUseWeb"=dword: 0

; 2.1 Cortana and Search Group Policies. Firewall block rule

[HKEY LOCAL_ MACHINE\SOFTWARE\Policies\Microsoft\WindowsFirewall\FirewallRules
]

"{0ODE40C8E-C126-4A27-9371-
A27DAB1039F7}"="v2.25|Action=Block |Active=TRUE|Dir=0ut |Protocol=6|App=%windir
%\\SystemApps\\Microsoft.Windows.Cortana_cw5nlh2txyewy\\searchUI.exe|Name=Blo
ck outbound Cortanal"

; 3. Date & Time. Disable NTP
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\Parameters]

"Type"="NoSync"

; 3. Date & Time. Disable NTP
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\W32time\TimeProviders\NtpClie
nt]

"Enabled"=dword: 0

; 4. Device metadata retrieval. Prevent
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Device Metadata]
"PreventDeviceMetadataFromNetwork"=dword:1

; 5. Find My Device. Turn off
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\FindMyDevice]
"AllowFindMyDevice"=dword: 0

; 6. Font streaming. Disable download on demand
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\System]
"EnableFontProviders"=dword:o

5 7. Insider Preview builds. Turn off Insider Preview builds
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\PreviewBuilds]
"AllowBuildPreview"=dword:@

5 7. Insider Preview builds. Turn off Insider Preview builds
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate]
"ManagePreviewBuildsPolicyValue"=dword:1

5 7. Insider Preview builds. Turn off Insider Preview builds
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate]
"BranchReadinessLevel"=-

; 8. Internet Explorer. Disable suggested Sites
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Internet Explorer\Suggested
Sites]
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"Enabled"=dword:o

; 8. Internet Explorer. Disable enhanced suggestion in Address Bar
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Internet Explorer]
"AllowServicePoweredQSA"=dword:@

; 8. Internet Explorer. Disable auto complete
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\CurrentVersion\Explor
er\AutoComplete]

"AutoSuggest"="no"

; 8. Internet Explorer. Disable geolocation

[HKEY LOCAL_MACHINE\Software\Policies\Microsoft\Internet
Explorer\Geolocation]

"PolicyDisableGeolocation"=dword:1

; 8. Internet Explorer. Prevent managing Microsoft Defender SmartScreen
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Internet
Explorer\PhishingFilter]

"EnabledV9"=dword: 0o

; 8. Internet Explorer. Turn off Compatibility View
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Internet
Explorer\BrowserEmulation]
"DisableSitelistEditing"=dword:1

; 8. Internet Explorer. Turn off the flip ahead with page prediction feature
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Internet Explorer\FlipAhead]
"Enabled"=dword: 0

; 8. Internet Explorer. Turn off background synchronization for feeds and Web
Slices

[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Internet Explorer\Feeds]
"BackgroundSyncStatus"=dword: 0

; 8. Internet Explorer. Disallow Online Tips
[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explor
er]

"AllowOnlineTips"=dword:0

; 9. License Manager. Turn off related traffic
[HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\LicenseManager]
"Start"=dword: 00000004

; 10. Live Tiles. Turn off
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\CurrentVersion\PushNo
tifications]

"NoCloudApplicationNotification"=dword:1

; 11. Mail synchronization. Turn off the Windows Mail app
[HKEY_LOCAL_ MACHINE\SOFTWARE\Policies\Microsoft\Windows Mail]
"ManuallLaunchAllowed"=dword: 00000000

; 12. Microsoft Account. Disable Microsoft Account Sign-In Assistant:
[HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\wlidsvc]
"Start"=dword: 00000004
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13.1 Microsoft Edge Group Policies. Disable Address Bar drop-down list
suggestions
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\MicrosoftEdge\ServiceUI]
"ShowOneBox"=dword: 0

13.1 Microsoft Edge Group Policies. Disable configuration updates for the
Books Library
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\MicrosoftEdge\BooksLibrary]
"AllowConfigurationUpdateForBooksLibrary"=dword:0

13.1 Microsoft Edge Group Policies. Turn off autofill
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\MicrosoftEdge\Main]

"Use FormSuggest"="no"

13.1 Microsoft Edge Group Policies. Don't send "Do Not Track"
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\MicrosoftEdge\Main]
"DoNotTrack"=dword:1

13.1 Microsoft Edge Group Policies. Disable password manager
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\MicrosoftEdge\Main]

"FormSuggest Passwords"="no"

13.1 Microsoft Edge Group Policies. Turn off search suggestion in address bar
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\MicrosoftEdge\SearchScopes]
"ShowSearchSuggestionsGlobal"=dword: 0

13.1 Microsoft Edge Group Policies. Turn off SmartScreen
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\MicrosoftEdge\PhishingFilter]
"EnabledV9"=dword: 0

13.1 Microsoft Edge Group Policies. Open blank new tab
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\MicrosoftEdge\ServiceUI]
"AllowlWebContentOnNewTabPage"=dword: 0

13.1 Microsoft Edge Group Policies. Set blank homepage
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\MicrosoftEdge\Internet
Settings]

"ProvisionedHomePages"="<<about:blank>>"

13.1 Microsoft Edge Group Policies. Prevent the First Run webpage from
opening
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\MicrosoftEdge\Main]
"PreventFirstRunPage"=dword:1

13.1 Microsoft Edge Group Policies. Disable compatibility mode
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\MicrosoftEdge\BrowserEmulatio
n]

"MSCompatibilityMode"=dword:o

; 13.2 Microsoft Edge Enterprise.
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge]
"SearchSuggestEnabled"=dword: 00000000

; 13.2 Microsoft Edge Enterprise.
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge]
"AutofillAddressEnabled"=dword: 00000000

; 13.2 Microsoft Edge Enterprise.
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[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge]
"AutofillCreditCardEnabled"=dword: 00000000

; 13.2 Microsoft Edge Enterprise.
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge]
"ConfigureDoNotTrack"=dword:00000001

; 13.2 Microsoft Edge Enterprise.
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge]
"PasswordManagerEnabled"=dword: 00000000

; 13.2 Microsoft Edge Enterprise.
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge]
"DefaultSearchProviderEnabled"=dword: 00000000

; 13.2 Microsoft Edge Enterprise.
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge]
"HideFirstRunExperience"=dword:00000001

; 13.2 Microsoft Edge Enterprise.
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge]
"SmartScreenEnabled"=dword: 00000000

; 13.2 Microsoft Edge Enterprise.
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge]
"NewTabPagelocation"="about:blank"

; 13.2 Microsoft Edge Enterprise.
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge]
"RestoreOnStartup"=dword: 00000005

; 13.2 Microsoft Edge Enterprise.
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge\RestoreOnStartupURLs]
"1"="about:blank"

; 13.2 Microsoft Edge Enterprise.
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge\EdgeUpdate]
"UpdateDefault"=dword:00000000

; 13.2 Microsoft Edge Enterprise.
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge\EdgeUpdate]
"AutoUpdateCheckPeriodMinutes"=dword:00000000

; 13.2 Microsoft Edge Enterprise.
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge\EdgeUpdate]
"ExperimentationAndConfigurationServiceControl"=dword:00000000

; 14. Network Connection Status Indicator. Turn off active probe
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\NetworkConnectivitySt
atusIndicator]

"NoActiveProbe"=dword:1

; 15. Offline maps. Disable download and update offline maps
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Maps]
"AutoDownloadAndUpdateMapData"=dword: 0

; 15. Offline maps. Disable download and update offline maps
[HKEY_ LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Maps]
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"AllowUntriggeredNetworkTrafficOnSettingsPage"=dword:0

; 16. OneDrive. Prevent the usage of OneDrive for file storage
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\OneDrive]
"DisableFileSyncNGSC"=dword:1

; 16. OneDrive. Prevent OneDrive from generating network traffic until the
user signs in to OneDrive

[HKEY_LOCAL_MACHINE\Software\Microsoft\OneDrive]
"PreventNetworkTrafficPreUserSignIn"=dword:1

; 18.1 General. Turn off advertising ID
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\AdvertisingInfo

]
"Enabled"=dword: 00000000

; 18.1 General. Turn off advertising ID
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AdvertisingInfo]
"DisabledByGroupPolicy"=dword:1

; 18.1 General. Disable continue experiences
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\System]
"EnableCdp"=dword: 0

; 18.2 Location. Prevent apps from accessing the location
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\LocationAndSensors]
"Disablelocation"=dword:1

; 18.2 Location. Prevent apps from accessing the location
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessLocation"=dword:2

; 18.2 Location. Prevent apps from accessing the location
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessLocation_UserInControlOfTheseApps"=hex(7):00,00

; 18.2 Location. Prevent apps from accessing the location
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessLocation_ForceAllowTheseApps"=hex(7):00,00

; 18.2 Location. Prevent apps from accessing the location
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessLocation_ForceDenyTheseApps"=hex(7):00,00

; 18.3 Camera. Prevent apps from accessing the camera
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessCamera"=dword: 2

; 18.3 Camera. Prevent apps from accessing the camera
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessCamera_UserInControlOfTheseApps"=hex(7):00,00

; 18.3 Camera. Prevent apps from accessing the camera
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessCamera_ForceAllowTheseApps"=hex(7):00,00

; 18.3 Camera. Prevent apps from accessing the camera
[HKEY LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
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"LetAppsAccessCamera_ForceDenyTheseApps"=hex(7):00,00

; 18.4 Microphone. Prevent apps from accessing the microphone
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessMicrophone”=dword:2

; 18.4 Microphone. Prevent apps from accessing the microphone
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessMicrophone_UserInControlOfTheseApps"=hex(7):00,00

; 18.4 Microphone. Prevent apps from accessing the microphone
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessMicrophone_ForceAllowTheseApps"=hex(7):00,00

; 18.4 Microphone. Prevent apps from accessing the microphone
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessMicrophone_ForceDenyTheseApps"=hex(7):00,00

; 18.5 Notifications. Turn off cloud notifications notifications
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\CurrentVersion\PushNo
tifications]

"NoCloudApplicationNotification"=dword:1

; 18.5 Notifications. Prevent apps from accessing my notifications
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessNotifications"=dword:?2

; 18.5 Notifications. Prevent apps from accessing my notifications
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessNotifications_UserInControlOfTheseApps"=hex(7):00,00

; 18.5 Notifications. Prevent apps from accessing my notifications
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessNotifications_ForceAllowTheseApps™“=hex(7):00,00

; 18.5 Notifications. Prevent apps from accessing my notifications
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessNotifications_ForceDenyTheseApps"=hex(7):00,00

; 18.6 Speech. Turn off updates to the speech recognition and speech
synthesis models
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Speech]
"AllowSpeechModelUpdate"=dword: 0

; 18.6 Speech. Turn off updates to the speech recognition and speech
synthesis models
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\InputPersonalization]
"AllowInputPersonalization"=dword:0

; 18.7 Account info. Prevent apps from accessing account info
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessAccountInfo"=dword:?2

; 18.7 Account info. Prevent apps from accessing account info
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessAccountInfo UserInControlOfTheseApps"=hex(7):00,00

; 18.7 Account info. Prevent apps from accessing account info
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[HKEY_ LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessAccountInfo ForceAllowTheseApps"=hex(7):00,00

; 18.7 Account info. Prevent apps from accessing account info
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessAccountInfo_ForceDenyTheseApps"=hex(7):00,00

; 18.8 Contacts. Prevent apps from accessing contacts
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessContacts"=dword:2

; 18.8 Contacts. Prevent apps from accessing contacts
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessContacts _UserInControlOfTheseApps"=hex(7):00,00

; 18.8 Contacts. Prevent apps from accessing contacts
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessContacts_ForceAllowTheseApps"=hex(7):00,00

; 18.8 Contacts. Prevent apps from accessing contacts
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessContacts_ForceDenyTheseApps"=hex(7):00,00

; 18.9 Calendar. Prevent apps from accessing calendar
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessCalendar"=dword:2

; 18.9 Calendar. Prevent apps from accessing calendar
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessCalendar_UserInControlOfTheseApps"=hex(7):00,00

; 18.9 Calendar. Prevent apps from accessing calendar
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessCalendar_ForceAllowTheseApps“=hex(7):00,00

; 18.9 Calendar. Prevent apps from accessing calendar
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessCalendar_ForceDenyTheseApps"=hex(7):00,00

; 18.10 Call history. Prevent apps from accessing call history
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessCallHistory"=dword:2

; 18.10 Call history. Prevent apps from accessing call history
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessCallHistory UserInControlOfTheseApps"=hex(7):00,00

; 18.10 Call history. Prevent apps from accessing call history
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessCallHistory ForceAllowTheseApps"=hex(7):00,00

; 18.10 Call history. Prevent apps from accessing call history
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessCallHistory ForceDenyTheseApps"=hex(7):00,00

; 18.11 Email. Prevent apps from accessing emails
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessEmail"=dword:2
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; 18.11 Email. Prevent apps from accessing emails
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessEmail_UserInControlOfTheseApps"=hex(7):00,00

; 18.11 Email. Prevent apps from accessing emails
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessEmail_ ForceAllowTheseApps"=hex(7):00,00

; 18.11 Email. Prevent apps from accessing emails
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessEmail_ForceDenyTheseApps"=hex(7):00,00

; 18.12 Messaging. Prevent apps from accessing messages
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessMessaging"=dword:2

; 18.12 Messaging. Prevent apps from accessing messages
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessMessaging _UserInControlOfTheseApps"=hex(7):00,00

; 18.12 Messaging. Prevent apps from accessing messages
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessMessaging ForceAllowTheseApps"=hex(7):00,00

; 18.12 Messaging. Prevent apps from accessing messages
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessMessaging_ ForceDenyTheseApps"=hex(7):00,00

; 18.12 Messaging. Turn off Message Sync
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Messaging]
"AllowMessageSync"=dword: 0

; 18.13 Phone calls. Prevent apps from accessing phone calls
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessPhone"=dword:2

; 18.13 Phone calls. Prevent apps from accessing phone calls
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessPhone_UserInControlOfTheseApps"=hex(7):00,00

; 18.13 Phone calls. Prevent apps from accessing phone calls
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessPhone_ForceAllowTheseApps"=hex(7):00,00

; 18.13 Phone calls. Prevent apps from accessing phone calls
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessPhone_ForceDenyTheseApps"=hex(7):00,00

; 18.14 Radios. Prevent apps from accessing radio
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessRadios"=dword:2

; 18.14 Radios. Prevent apps from accessing radio
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessRadios_UserInControlOfTheseApps"=hex(7):00,00

; 18.14 Radios. Prevent apps from accessing radio
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[HKEY_ LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessRadios ForceAllowTheseApps"=hex(7):00,00

; 18.14 Radios. Prevent apps from accessing radio
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessRadios_ForceDenyTheseApps"=hex(7):00,00

; 18.15 Other devices. Prevent communications with unpaired devices
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsSyncWithDevices"=dword:2

; 18.15 Other devices. Prevent communications with unpaired devices
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsSyncWithDevices_UserInControlOfTheseApps"=hex(7):00,00

; 18.15 Other devices. Prevent communications with unpaired devices
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsSyncWithDevices ForceAllowTheseApps"=hex(7):00,00

; 18.15 Other devices. Prevent communications with unpaired devices
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsSyncWithDevices_ ForceDenyTheseApps"=hex(7):00,00

; 18.15 Other devices. Prevent communications with tursted devices
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessTrustedDevices"=dword:2

; 18.15 Other devices. Prevent communications with tursted devices
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessTrustedDevices UserInControlOfTheseApps"=hex(7):00,00

; 18.15 Other devices. Prevent communications with tursted devices
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessTrustedDevices ForceAllowTheseApps“=hex(7):00,00

; 18.15 Other devices. Prevent communications with tursted devices
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessTrustedDevices ForceDenyTheseApps"=hex(7):00,00

; 18.16 Feedback & diagnostics. Turn off Feedback notifications
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\DataCollection]
"DoNotShowFeedbackNotifications"=dword:1

; 18.16 Feedback & diagnostics. Disable telemetry
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\DataCollection]
"AllowTelemetry"=dword: @

; 18.16 Feedback & diagnostics. Turn off tailored experiences
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\CloudContent]
"DisableWindowsConsumerFeatures"=dword:1

; 18.17 Background apps. Turn off background app
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsRunInBackground"=dword:2

; 18.17 Background apps. Turn off background app
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsRunInBackground _UserInControlOfTheseApps"=hex(7):00,00
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; 18.17 Background apps. Turn off background app
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsRunInBackground_ForceAllowTheseApps"=hex(7):00,00

; 18.17 Background apps. Turn off background app
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsRunInBackground_ForceDenyTheseApps"=hex(7):00,00

; 18.18 Motion. Prevent apps from accessing motion data
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessMotion"=dword:2

; 18.18 Motion. Prevent apps from accessing motion data
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessMotion UserInControlOfTheseApps"=hex(7):00,00

; 18.18 Motion. Prevent apps from accessing motion data
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessMotion_ForceAllowTheseApps"=hex(7):00,00

; 18.18 Motion. Prevent apps from accessing motion data
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessMotion_ForceDenyTheseApps"=hex(7):00,00

; 18.19 Tasks. Prevent apps from accessing tasks
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessTasks"=dword:2

; 18.19 Tasks. Prevent apps from accessing tasks
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessTasks_UserInControlOfTheseApps"=hex(7):00,00

; 18.19 Tasks. Prevent apps from accessing tasks
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessTasks_ForceAllowTheseApps"=hex(7):00,00

; 18.19 Tasks. Prevent apps from accessing tasks
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsAccessTasks_ ForceDenyTheseApps"=hex(7):00,00

; 18.20 App Diagnostics. Prevent apps from accessing diagnostic information

[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsGetDiagnosticInfo"=dword:?2

; 18.20 App Diagnostics. Prevent apps from accessing diagnostic information

[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsGetDiagnosticInfo UserInControlOfTheseApps"=hex(7):00,00

; 18.20 App Diagnostics. Prevent apps from accessing diagnostic information

[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsGetDiagnosticInfo ForceAllowTheseApps"=hex(7):00,00

; 18.20 App Diagnostics. Prevent apps from accessing diagnostic information

[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsGetDiagnosticInfo_ForceDenyTheseApps"=hex(7):00,00

; 18.21 Inking & Typing. Turn off Inking & Typing data collection
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[HKEY LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\TextIn

put]
"AllowLinguisticDataCollection"=dword:o

; 18.22 Activity History. Turn off tracking of your Activity History
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\System]
"EnableActivityFeed"=dword:0

; 18.22 Activity History. Turn off tracking of your Activity History
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\System]
"PublishUserActivities"=dword:0

;5 18.22 Activity History. Turn off tracking of your Activity History
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\System]
"UploadUserActivities"=dword:o

; 18.23 Voice Activation. Turn Off apps ability to listen for a Voice keyword
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsActivateWithVoice"=dword:2

; 18.23 Voice Activation. Turn Off apps ability to listen for a Voice keyword
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\AppPrivacy]
"LetAppsActivateWithVoiceAbovelLock"=dword: 2

; 18.24 News and interests. Disable Windows Feeds
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Windows Feeds]
"EnableFeeds"=dword: 00000000

; 19. Software Protection Platform. Turn off sending KMS client activation
data to Microsoft

[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows
NT\CurrentVersion\Software Protection Platform]

"NoGenTicket"=dword:1

; 20. Storage health. Turn off downloading updates to the Disk Failure
Prediction Model
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\StorageHealth]
"AllowDiskHealthModelUpdates"=dword:0

; 21. Sync your settings. Turn off settings sync
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\SettingSync]
"DisableSettingSync"=dword:2

; 21. Sync your settings. Turn off settings sync
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\SettingSync]
"DisableSettingSyncUserOverride"=dword:1

; 22. Teredo. Disable Teredo
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\TCPIP\v6Transition]
"Teredo_State"="Disabled"

; 23. Wi-Fi Sense. Turn off the feature
[HKEY_LOCAL_MACHINE\Software\Microsoft\wcmsvc\wifinetworkmanager\config]
"AutoConnectAllowedOEM"=dword: 0

;5 24. Microsoft Defender Antivirus. Disconnect from the Microsoft Antimalware
Protection Service
[HKEY LOCAL_MACHINE\Software\Policies\Microsoft\Windows Defender\Spynet]
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"SpynetReporting"=dword: 0

; 24. Microsoft Defender Antivirus. Stop sending file samples back to
Microsoft

[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows Defender\Spynet]
"SubmitSamplesConsent"=dword:2

; 24. Microsoft Defender Antivirus. Stop downloading Definition Updates
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows Defender\Signature
Updates]

"FallbackOrder"="FileShares"

; 24. Microsoft Defender Antivirus. Stop downloading Definition Updates
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows Defender\Signature
Updates]
"DefinitionUpdateFileSharesSources

Nothing"

;5 24. Microsoft Defender Antivirus. Turn off Malicious Software Reporting
Tool (MSRT) diagnostic data:
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\MRT]
"DontReportInfectionInformation"=dword:00000001

; 24. Microsoft Defender Antivirus. Turn off Enhanced Notifications
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows Defender\Reporting]
"DisableEnhancedNotifications"=dword:1

; 24.1 Microsoft Defender SmartScreen. Disable feature
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\System]
"EnableSmartScreen"=dword: 0

; 24.1 Microsoft Defender SmartScreen. Disable feature
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows Defender\SmartScreen]
"ConfigureAppInstallControlEnabled"=dword:1

; 24.1 Microsoft Defender SmartScreen. Disable feature
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows Defender\SmartScreen]
"ConfigureAppInstallControl"="Anywhere"

; 24.1 Microsoft Defender SmartScreen. Disable feature
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\System]
"ShellSmartScreenLevel"=-

; 25. Personalized Experiences. Disable feature
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\CloudContent]
"DisableCloudOptimizedContent"=dword:1

; 26. Microsoft Store. Disable all apps from Microsoft Store
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\WindowsStore]
"DisableStoreApps"=dword:1

; 26. Microsoft Store. Turn off Automatic Download and Install of updates.
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\WindowsStore]
"AutoDownload"=dword: 2

; 27. Apps for websites. Turn off apps for websites
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\System]
"EnableAppUriHandlers"=dword:0
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; 28.3. Delivery Optimization. (simple mode) prevent P2P traffic

; Value is Hex 63 = 99 decimal
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\DeliveryOptimization]
"DODownloadMode"=dword: 63

5 29. Windows Update. Turn off
[HKEY LOCAL_ MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate]
"DoNotConnectToWindowsUpdateInternetLocations"=dword:1

;5 29. Windows Update. Turn off
[HKEY LOCAL_ MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate]
"DisableWindowsUpdateAccess"=dword:1

5 29. Windows Update. Turn off
[HKEY LOCAL_ MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate]
IleSer\ver\ll=ll n

5 29. Windows Update. Turn off
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate]
"WUStatusServer"=" "

5 29. Windows Update. Turn off
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate]

"UpdateServiceUrlAlternate"=

5 29. Windows Update. Turn off
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate\AU]
"UselWUServer"=dword:1

5 29. Windows Update. Turn off
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate]
"FillEmptyContentUrls"=-

5 29. Windows Update. Turn off
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate]
"DoNotEnforceEnterpriseTLSCertPinningForUpdateDetection"=-

5 29. Windows Update. Turn off
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate]
"SetProxyBehaviorForUpdateDetection"=dword: o

5 29. Windows Update. Turn off
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsStore\Wi
ndowsUpdate]

"AutoDownload"=dword: 00000005

; 30. Cloud Clipboard
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\System]
"AllowCrossDeviceClipboard"=dword:o

; 31. Services Configuration. Turn off
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\DataCollection]
"DisableOneSettingsDownloads"=dword:00000001
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MpunoxkeHue 3. PowerShell-ckpunT, yaanatowmin BCE BcTpoeHHble

NPUIOCHKEHNA
Ilpumeuanue. Byobme axkypamHul ¢ nepeHocam. Cmpox.

get-AppxPackage | Remove-AppxPackage

$packs = Get-AppxProvisionedPackage -online | Select-Object PackageName
foreach ($pack in $packs) {Remove-AppxProvisionedPackage -online -PackageName
$pack.PackageName}

get-AppxPackage -allusers | Remove-AppxPackage

‘Uninstalling OneDrive...'

taskkill.exe /F /IM "OneDrive.exe"

& "$env:systemroot\SysWOW64\OneDriveSetup.exe" /uninstall

. waiting until OneDrive will be uninstalled ....'

while (Test-Path $env:LOCALAPPDATA\Microsoft\OneDrive\OneDrive.exe) { Start-
Sleep 1 }

'... OneDrive Uninstalling complete!'
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MpunoxkeHue 4. PowerShell-ckpunT, ycTaHaBAMBaOWMN NPU3HAK

IMMNTNPOBAHHOIO CoeaANHEHWNA
Ilpumeuanue. Byovme akxkypammwl ¢ nepeHocami. CmpoxK

<#
.SYNOPSIS : PowerShell script to set Ethernet connection as metered or not
metered

.AUTHOR : Michael Pietroforte

.SITE : https://4sysops.com
#>

#We need a Win32 class to take ownership of the Registry key
$definition = @"

using System;

using System.Runtime.InteropServices;

namespace Win32Api

{

public class NtDll

{

[D11lImport("ntdll.d11l", EntryPoint="RtlAdjustPrivilege")]

public static extern int RtlAdjustPrivilege(ulong Privilege, bool Enable,
bool CurrentThread, ref bool Enabled);

}
}
‘e

Add-Type -TypeDefinition $definition -PassThru | Out-Null
[Win32Api.NtD11]::RtlAdjustPrivilege(9, $true, $false, [ref]$false) | Out-
Null

#Setting ownership to Administrators

$key =

[Microsoft.Win32.Registry]::LocalMachine.OpenSubKey ("SOFTWARE\Microsoft\Windo
WS
NT\CurrentVersion\NetworkList\DefaultMediaCost",[Microsoft.Win32.RegistryKeyP
ermissionCheck]: :ReadWriteSubTree, [System.Security.AccessControl.RegistryRigh
ts]::takeownership)

$acl = $key.GetAccessControl()
$acl.SetOwner([System.Security.Principal.NTAccount]"Administrators")
$key.SetAccessControl($acl)

#Giving Administrators full control to the key

$rule = New-Object System.Security.AccessControl.RegistryAccessRule
([System.Security.Principal.NTAccount]"Administrators","FullControl","Allow")
$acl.SetAccessRule($rule)

$key.SetAccessControl($acl)

#Setting Ethernet as metered or not metered

$path = "HKLM:\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\NetworkList\DefaultMediaCost"

$name = "Ethernet"

$metered = Get-ItemProperty -Path $path | Select-Object -ExpandProperty $name
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New-ItemProperty -Path $path -Name $name -Value "2" -PropertyType DWORD -
Force | Out-Null
Write-Host "Ethernet is now set to metered.”

31




MpunoxkeHue 5. PowerShell-ckpunT, oTKAtOYatOWMM CNyObl

obHoBneHms MS Edge
Ilpumeuanue. byobme axkypamuul ¢ neperocamu Cmpox.

'Killing MS Edge processes...'
C:\Windows\System32\taskkill.exe /F /IM "msedge.exe"

'Stroping MS Edge update related services...'
C:\Windows\System32\net.exe stop MicrosoftEdgeElevationService
C:\Windows\System32\net.exe stop edgeupdate
C:\Windows\System32\net.exe stop edgeupdatem

'Disabling MS Edge update related services...'

C:\Windows\System32\sc.exe config MicrosoftEdgeElevationService obj= .\Guest
start= disabled

C:\Windows\System32\sc.exe config edgeupdate obj= .\Guest start= disabled
C:\Windows\System32\sc.exe config edgeupdatem obj= .\Guest start= disabled

'Removing MS Edge update related Scheduler Tasks...'
Get-ScheduledTask -TaskName "*EdgeUpdate*" | Unregister-ScheduledTask -
Confirm:$false
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MpunoxkeHue 6. REG-pann, otkntovatowmin Windows Defender

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender]
"DisableAntiSpyware"=dword:00000001
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