[TepeueHb Bcex «benbix» IP-aapecos
HTEepHeTa

GLOBAL WHITE IP ADDRESSES

OpHaxkabl Nepefo MHOM BCcTana 3ajava: Ha NPoM3BO/IbHOM poyTepe NI0KanbHOM CEeTH
BblAENNTb MHTEPHET-TpadUnK Nonb3oBaTeneln n NnepeHanpaBnTb ero No ApyromMy MapLLpyTy,
He Tporas Npu 3ToM /IoKasbHbIN Tpaduk.

B npnHumne 6aHanbLmMHa, peLLNTb KOTOPYH MOXKHO MHOXXECTBOM cnocoboB. Hanpumep,
ANnA nokanbHoro Tpadumka 3agatb cTaTUYECKME MaPLLPYTLI, a LLUAK30M N0 YMOTYaHUIO
caenaTtb poyTep, Kyaa Hy>KHO rnepeHanpaeutb Tpaduk. Cxema paboyasn, HO TpyooEMKan.
Benb ons KkaXkgoro poyrepa NnpuaeTcs BPpyUHYH KOPPEeKTUpPoBaTbh Tabnuubl
MapLupyTu3aumu.

XoTenocbk caenatb YHUBEPCaANbHbIA CKPUMT, C MOMOLLLbHO KOTOPOIro MOXHO 6b1/10 6bl NErKo U
ObICTPO ynpaBnaTb TpadukoM. laea B TOM, UTO MOXKHO 3aaBaTb CTaTUYECKME MapLLPYThI
He On1Aa nokanbHoro Tpaduka, a AN BHELIHEro, 1 Npu 3TOM He TporaTb L3 No
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yMo/n4aHuio. [leno ocTtanochk 3a MasnbiM — NOMy4YnTb NepeyeHb Bcex BHelHUX IP-noaceTen,
yT06bl HA X OCHOBE CTPOUTbL MapLLUPYTHI.

Hy 1 Kak B Xkn3Hu 6biBaeT, aBToMaTu3auma pabotbl npmeena Kk ropasno 60nbwLnM
Tpyao3atpaTtaMm, Hexkenu ABHas pabota pykamu. Npobnema okasanachb 1aMm, rae He >kganm —
rOTOBOroO NMepeyHA BHeLWHMX IP-nogceten HaMTK He yaanocb. A pas HeT, 3Ha4YuT npmuaeTca
aenatb caMoMy.

YTto 3HaumnT BHewHKUe IP-noacetn? lNo-Hay4yHOMYy 3TO NoaceTun, cogep kawme IP-agpeca
rno6anbHO OOCTYMHbIX Y3M10B, UK, KaK UX Ha3bIBakOT B NPOCTOHapoAbe, NnoaceTu «6eblix
IP-agpecoBs».

Mony4nTb MCKOMbIN NepeyeHb MOXHO pa3HbiMM cnocobamu:

1. B3atb cnncok Bcex ny6nm4yHbix aBTOHOMHbIX cucTeM (ASN) n nseneyb U3 Hero
nckomeble IP-noacetn.

2. BblyecTb U3 BCcero agpecHoro npoctpaHctea (0.0.0.0 — 255.255.255.255) cnncok
crneunanbHbIX, rnobanbHO HegoCTyNHbIX IP-agpecos.

A pewnn ncnonb3oBaTtb BTOpow crocob, kak 6onee npocton. [leno B TOM, UTO
cneumanbHble agpeca onpeaenarTca cTaHgapTaMm, KOTopble NMPakTUYeCKM HEM3MEHHDI, a
CMUCOK N COAEP>KMMOE aBTOHOMHbIX CUCTEM U3MEHALOTCA C TeYeHMeM BpeMeHu. [leno
ocTanochb 3a MasnbiM — NpobeXkaTbcA No CTaHgapTaM 1 BbiNMcaTb UCKOMbIE agpeca.

lNepBbIM NonasLIMMcA MHe cTaHgapToM okasanca RFC: 3704 (BCP: 84) Ingress Filtering for
Multihomed Networks. B HEM yka3aHo, UTO MHTEPHET-NPOBaNAepPbl HE JOTKHbI
MapLupyTuamposaTb B IHTepHeT «MapcunaHckue IP-agpeca», Bkatovarowmin B ceba agpeca:

0.0.0.0/8
10.0.0.0/8
127.0.0.0/8
172.16.0.0/12
192.168.0.0/16
224.0.0.0/4
240.0.0.0/4

Xopowio, nepBbin 6/10K cneymanbHbIX aapecoB NO/yYeH, HO ECTb OLLYLLLEHME, YTO 3TO
faneko He BcéE. Ha3eaHue cnepyroulero ctaHgapta RFC: 3330 Special-Use IPv4 Addresses
obHaaé>xneano, 4YTo Ha HEM NOUCKM 3akoH4YaTcA. OgHaKko, Nnocne NPoYTEHMA MHe yAanocCh
MOnoAHUTb CMTMCOK COBCEM HEMHOTO:

169.254.0.0/16
192.0.2.0/24
192.88.99.0/24
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| 198.18.0.0/15

W TyT MHe cTano rpycTtHo. NpounTtaB gBa ctaHgapTa, A NOHSA/M, YTO OHU coAep>kaT NnLLb
HebonbLUME NOPLUMU 3apPeE3EPBNPOBAHHBIX aAPECOB, M HU OAMH HE ABNAETCS
ncuepnbiBarOLWKMM. Hanprmep, HX B NePBOM, H/ BO BTOPOM He 6bI/10 AManasoHa
100.64.0.0/10 (Carrier grade NAT), KOTOPbIN Tak>Ke OTHOCUTCA K cneuuanbHbIM rnobanbHoO

HeaoCTYMHbIM agpecam.

A pewwnn, 4To HY>KHO UCKaTb HE CTaHJapThl, a pecypc, rae 6uinv 66l NpMBeAEHbI cpa3y BCce
HeMapLupyTu3mpyemsble IP-agpeca. bnaro, Takon pecypc Hawénca. IANA BbinyckaeT u
noanep>XmMBaeT NOMHbIN NepeyeHb IP-agpecos cneumanbHoro HasHayeHmsa (PucyHok 1).

Address Block [ Name % RFC (% Allocation Date 5] Termination Date [ Source % ] ) Globally 3 Reserved-by-Protocol [T
0.0.0.0/8 “This network" [RFC791], Section 3.2 1981-09 N/A True False False False True
0.0.0.0/32 “This host on this network" [REC1122), Section 3.2.1.3 1981-09 N/A True False False False True
10.0.0.0/8 Private-Use [REC1918) 1996-02 N/A True True True False False
100.64.0.0/10 Shared Address Space [RFC6598) 201204 N/A True True True False False
127.0.0.0/8 Loopback [REC1122], Section 3.2.1.3 1981-09 N/A False [1]  False [1] False [1] False [1] True
169.254.0.0/16 Link Local [RFC3927) 2005-05 N/A True True False False True
172.16.0.0/12 Private-Use [REC1918] 1996-02 N/A True True True False False
192.0.0.0/24 (2} IETF Protocol Assignments [REC6890], Section 2.1 2010-01 N/A False False False False False
192.0.0.0/29 1Pv4 Service Continuity Prefix [REC7335] 2011-06 N/A True True True False False
192.0.0.8/32 1Pv4 dummy address [REC7600] 2015.03 N/A True False False False False
192.0.0.9/32 Port Control Protocol Anycast [REC7723] 2015-10 N/A True True True True False
192.0.0.10/32 Traversal Using Relays around NAT Anycast [REC8155] 2017-02 N/A True True True True False
192.0.0.170/32, 192.0.0.171/32 NAT64/DNS64 Discovery [RECRBBO)(RFC7050], Section 2.2 2013-02 N/A False False False False True
192.0.2.0124 Documentation (TEST-NET-1) [RFC5737) 2010-01 N/A False False False False False
192.31.196.0/24 AS112:v4 [REC7535) 2014-12 N/A True True True True False
192.52.193.0/24 AMT [RFC7450] 201412 N/A True True True True False
192.88.99.0/24 Deprecated (6to4 Relay Anycast) [REC7526) 2001-06 201503
192.88.99.2/32 6a44-relay anycast address [REC6751] 201210 N/A True True True False False
192.168.0.0/16 Private-Use [RFC1918] 1996-02 N/A True True True False False
192.175.48.0/24 Direct Delegation AS112 Service [REC7534] 199601 N/A True True True True False
198.18.0.0/15 Benchmarking RFC2544] 1999-03 N/A True True True False False
198.51.100.0/24 Documentation (TEST-NET-2) [RFC5737) 2010-01 N/A False False False False False
203.0.113.0/24 Documentation (TEST-NET-3) [REC5737) 2010-01 N/A False False False False False
240.0.0.0/4 Reserved [RFC1112), Section 4 1989-08 N/A False False False False True
255.255.255.255/32 Limited Broadcast (REC8190] (REC919), Section 7 1984-10 N/A False True False False True
Footnotes

[1] Several protocols have been granted exceptions to this rule
For @ e [RECS923) and (RECSEB4).

(2] Mot useal

PucyHok 1

OT0O MMEHHO TO, UTO HY>KHO. 3aecb MHTEpPECYIOLLIME MEHA agpeca OTMeueHsbl, kak «Globally
Reachable: FALSE».

Ho, kak 06bI14HO, He 060LLNoCh 683 HECKONBbKMX STOXKEK AErTA.

1. Cetb 192.0.0.0/24 agnAaetca rnobanbHO HEQOCTYMHOW C ABYMA NCKTHOYEHUAMMU:
192.0.0.9/32 (Port Control Protocol Anycast) n 192.0.0.10/32 (Traversal Using Relays
around NAT Anycast).

2. Cnucok He cogep>kuTt noacetb 224.0.0.0/4 3apezepsupoBaHHyto (RFC: 1112 Host

Extensions for IP Multicasting) nog MHOroagpecHbi Tpaduk.

CooTBETCTBEHHO, NEpeno MHOW BCTas BONPOC, YTO Aenatb ¢ aTuMKn agpecamu. C ogHom
cTopoHbl, RFC ykasbiBaeT, uto 192.0.0.9 1 192.0.0.10 saBnsatotca rnobanbHO 4OCTYMHbIMU, C
APYroi CTOpOHbI, OHW AABNAKOTCA CNY>XEOHbIMU U, COOTBETCTBEHHO, HU OAUH pPeasbHbIN
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cepBep B VIHTepHeTe He A0/MKEH MMETb X B KAUeCTBe afpeca CeTeBOro MHTepdemnca. Takas
e npobnemMa n ¢ MHoroagpecHbIM TpapukoM. OH MOXKET OFPaHNUMBATBLCA TOMbKO
NTOKanbHOM CeTbHo, a8 MOXET W BbIXOAMTb 33 € npeaensl.

Oco3HaBas ToT pakT, UTo KPacUBOro yHMBEPCANbHOIO peLleHna TyT 6bITb HE MOXKET, A
peLwiunn:

1. He penatb ucknrouvenunm ana 192.0.0.91 192.0.0.10 n Bcto noacetb 192.0.0.0/24
cumtaTtb rnobanbHO HEQOCTYMHOW.

2. [lloaceTtb MHOroaapecHowm paccbinku 224.0.0.0/4 takoke cumtaTtb rnobanbHO
HeOOoCTYMNMHOWN.

MICTOYHMK AaHHbIX f HALLEN, BONHY C NepPEeKLMOHNIMOM NPOBE/, TENEPb HY>KHO 3aHATLCA
pacuéTtamMu. NMourpaBLunCh Nonyaca, A NOHAMA, YTO CTPOUTb MCKOMBbIW NepeYyeHb BPYUHYH —
nyTb B HUKyAa. Bo-nepBbiX, 04eHb TPYAOEMKO, BO-BTOPbIX, MOIYT MOABUTLCA OLLUNOKMN.
CnepoBaTtenbHO, HY>KHO aBTOMaTU3MPOBAaTh.

[nsa storo a Hanucan Python3 6ubnunoteky ipaddressspace, onmpatoLlytocs Ha
cTaHpapTHYto ipadrress, N NO3BOMAOLLYIO MPOBOAUTL MaTeMaTMUeCKMe onepaunmn Hag
npocTtpaHcTBaMu IP-agpecoB ¢ y4EToM ocobeHHOCTEN anrebpbl MHOXKECTB.

ipaddressspace.py

#!/usr/bin/env python3

IPv4 address space maniplation toolkit.

Features:
1. Converting IP address ranges to and from IP networks
2. Addition and subtraction of IP address ranges and address spaces

#Example 1. Show start and end IP addresses for an IP network
r = IPv4Range(ipaddress.IPv4Network("192.137.234.16/31"))
print(r)

#0utput:
#192.137.234.16 - 192.137.234.17

#Example 2. Show IP networks covering a range of IP addresses
r = IPv4Range(ipaddress.IPv4Address("1.0.0.1"),
ipaddress.IPv4Address("1.0.0.8"))
for net in r.networks():
print(net)

#Output:

#1.0.0.1/32
#1.0.0.2/31
#1.0.0.4/30
#1.0.0.8/32

#Example 3. Addition of address spaces
sl = IPv4AddressSpace()
sl.append(ipaddress.IPv4Network("1.0.0.0/27"))
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sl += IPv4Range(ipaddress.IPv4Address("1.0.0.33"),
ipaddress.IPv4Address("1.0.0.255"))
print(sl)

#0utput:
#1.0.0.0 - 1.0.0.31
#1.0.0.33 - 1.0.0.255

sl += ipaddress.IPv4Address("1.0.0.32")
print(sl)

#0utput
#1.0.0.0 - 1.0.0.255

# Example 4. Calculation of the difference between address spaces
s2 = IPv4AddressSpace(ipaddress.IPv4Network("0.0.0.0/0"))
s2.remove(ipaddress.IPv4Network("192.168.0.0/16"))

print(s2)

#Output:
#0.0.0.0 - 192.167.255.255
#192.169.0.0 - 255.255.255.255

s3 = IPv4AddressSpace(ipaddress.IPv4Network("0.0.0.0/0"))
s3.remove(ipaddress.IPv4Network("10.0.0.0/8"))

print(s3)

#0utput:

#0.0.0.0 - 9.255.255.255

#11.0.0.0 - 255.255.255.255

s4 = s2-s3

print(s4)

#Output:

#10.0.0.0 - 10.255.255.255

#Example 5. Show IP networks spanning the IP address space
s5 = IPv4AddressSpace(ipaddress.IPv4Network("0.0.0.0/0"))
s5 -= ipaddress.IPv4Network("10.0.0.0/8")

s5 -= ipaddress.IPv4Network("64.0.0.0/2")

print(s5)

#0utput

#0.0.0.0 - 9.255.255.255
#11.0.0.0 - 63.255.255.255
#128.0.0.0 - 255.255.255.255

for net in s5.networks():
print(net)

#Output

#0.0.0.0/5

#8.0.0.0/7

#11.0.0.0/8

#12.0.0.0/6

#16.0.0.0/4

#32.0.0.0/3

#128.0.0.0/1

Licensed under the MIT License (https://opensource.org/license/mit).
(c) 2025, imbasoft.ru

import ipaddress

class IPv4Range:
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"""A range of IPv4 addresses defined by a start IP and an end IP address.
The object is immutable after creation, changing attributes is not allowed.

Attributes:

IP_ADDRESS_BITS_COUNT (int): a constant that specifies the number
of bits in an IPv4 address

IP_ADDRESS_MAX_VALUE (int): a constant that specifies int form of
max IPv4 address (255.255.255.255)

start_ip (ipaddress.IPv4Address) - start address of range. Must be
always <= end_ip. Can't be None.

end_ip (ipaddress.IPv4Address) - end address of range. Must be
always => start_ip. Can't be None.

IP_ADDRESS_BITS_COUNT = 32
IP_ADDRESS_MAX_VALUE = (1 << IP_ADDRESS_BITS_COUNT) - 1

def __init_ (self, *args):

Object constrution overloaded with args.

Raises:
ValueError: if the arguments are wrong: invalid types, start_ip >
end_ip and etc.
# one argument can be only ipaddress.IPv4Network
if 1 == len(args):
ip_subnet = args[9]
if not isinstance(ip_subnet, ipaddress.IPv4Network):
raise ValueError(
"Single argument must be an IP address.IPv4Network"
)

self._ start_ip = ip_subnet.network_address
self.__end_ip = ip_subnet.broadcast_address

# two arguments: first is start IP address, second last IP address
elif 2 == len(args):
if not isinstance(args[0], ipaddress.IPv4Address):
raise ValueError(
"First paramater must be an ipaddress.IPv4Address"

if not isinstance(args[1], ipaddress.IPv4Address):
raise ValueError(
"Second paramater must be an ipaddress.IPv4Address"”

if args[@] > args[1]:
raise ValueError(
"First paramater must be less than or equal to Second”
)

self._ start_ip = args[9]
self. end_ip = args[1]
else:
raise ValueError("Incorrect number of parameters™)

@property

def start_ip(self):
"""ipaddress.IPv4Address: Start of IP range.
return self._start_ip

@property

def end_ip(self):
"""ipaddress.IPv4Address: End of IP range.
return self.__end_ip

(c) 2026, imbasoft.ru, cTp. 6 n3 21




def __eq_ (self, param):
"""Compare object with IPv4Range, IPv4Network, IPv4Address.

Args:
param (IPv4Range | IPv4Network | IPv4Address):
object to compare with

Raises:
ValueError: if the number or type of parameters is incorrect
if isinstance(param, IPv4Range):
if self.start_ip == param.start_ip and self.end_ip == param.end_ip:
return True
elif isinstance(param, ipaddress.IPv4Address):
if self.start_ip == param and self.end_ip == param:
return True
elif isinstance(param, ipaddress.IPv4Network):
if (
self.start_ip == param.network_address
and self.end_ip == param.broadcast_address
):
return True
else:
raise ValueError(
"Only IPv4Range, IPv4Address, IPv4Network "
"types are allowed to compare"

)

return False

def __str_ (self):
"""Print form of object.
return f"{self.start_ip} - {self.end_ip}"

def __iter_ (self):
"""Unpack start_ip and end_ip from object.
yield self.__start_ip
yield self.__end_ip

def _get non_zero_bits_positions(self, param):
"""Return non-zero bits positions in parameter.

Args:
param (int): the value in which to find the positions
of non-zero bits.

Return:
(int, int): A tuple, where the first value is the position of
the high-order non-zero bit, and the second is
the position of the low-order non-zero bit.

Examples:
_get_non_zero_bits_positions(0b110) -> (3,2)

low_pos = ©

hi_pos = 0

index =1

while param != 0:
remainder = param % 2
if remainder != 0:

if @ == low_pos:
low_pos = index
hi_pos = index
hi_pos = max (hi_pos, index)
param //= 2
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index += 1
return (hi_pos, low_pos)

def networks(self):
"""Return a list of IPv4 networks that cover a range of IP addresses.

The list contains a minimum number of the largest IP networks.

Return:
[ipaddress.IPv4Network] - list of IP networks

start_addr = int(self.__start_ip)
end_addr = int(self.__end_ip)
result_list = []

# this is need becouse network must contain last address
# of ip range
end_addr += 1

# start work
current_addr = start_addr
go_next = True
while go_next:
low_bit_pos = self._get non_zero_bits_positions(current_addr)[-1]
if @ == low_bit_pos:
low_bit_pos = IPv4Range.IP_ADDRESS_BITS_COUNT + 1

# IPv4Range._ IPAdressBitsCount + 1 needed becouse range() must
# contain IPv4Range._ IPAdressBitsCount as last index
mask_max = IPv4Range.IP_ADDRESS_BITS_COUNT + 1

# A smaller mask covers a larger range of IP addresses.

# The mask cannot be larger than the last non-zero bit in

# the IP address.

mask_min = IPv4Range.IP_ADDRESS_BITS_COUNT + 1 - low_bit_pos

# Looking for an IP mask that most fully covers the specified
# IP range. Starting with a largest available mask (/0, /1, ... )
# and ends with a small one (..., /31, /32)
# If the mask is too big, skip it and go to a smaller one.
for current_mask in range(mask_min, mask_max):
mask_add = IPv4Range.IP_ADDRESS_MAX_VALUE >> current_mask
max_addr = current_addr + mask_add

if (max_addr + 1) == end_addr:
go_next = False
break

if max_addr < end_addr:
break

network_str = (
str(ipaddress.IPv4Address(current_addr)) + "/
+ str(current_mask)

)

current_addr = max_addr + 1
result_list.append(ipaddress.IPv4Network(network_str))
return result_list

class IPv4AddressSpace:

List of IPv4Ranges and manipulation methods.

Attributes:
__ip_ranges ([IPv4Range]): an internal list of IP address ranges
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describing the IP address space.

def __init_ (self, param=None):
"""Object creation is overloaded with various types of parameters.

Args:
param (ipaddress.IPv4Network | IPv4Range | IPv4AddressSpace):
used to create IP ranges
Raises:
ValueError: for unsupported paramter types
# empty constructor - default
if param is None:
self.clear()
else:
if isinstance(param, ipaddress.IPv4Network):
self.__ip_ranges = [IPv4Range(param)]
elif isinstance(param, IPv4Range):
self. _ip_ranges = [param]
elif isinstance(param, IPv4AddressSpace):
self.__ip_ranges = param.ip_ranges
else:
raise ValueError("Unsupported parameter type")

@property
def ip_ranges(self):
"""[IPv4Range]: Address space.

All IPv4Range's in address space sorted by IP address in ascending
order. There are no overlaps or duplicates here.
Use addition or subtraction to manipulate address space.

return self.__ip_ranges

def _set_ip ranges(self, param):
"""Private address space setter.
if isinstance(param, list):
# empty list
if not param:
self.clear()
else:
last_int_ip = ©
for item in param:
# type checking
if not isinstance(item, IPv4Range):
raise ValueError("Invalid item in list")
# IPv4Range's must not overlap and must be
# sorted in ascending order.
if (last_int_ip > int(item.start_ip)
or last_int_ip > int(item.end_ip)):
raise ValueError("IPv4Range not ordered")
# Add 1 because the next range should not overlap
# the previous one.
last_int_ip = int(item.end_ip) + 1
# check passed. assign list
self.__ip_ranges = param

else:
raise ValueError("Unsupported parameter type")

def clear(self):
"""Clear internal list of IPv4Range's.
self. ip_ranges = []

def is_empty(self):
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Check for elements in the IPv4Range list.

Return:
(bool): True if the elements exists, or false if it does not.
if self.__ip_ranges is None:
return True
if @ == len(self.__ip_ranges):
return True
return False

def __iter_ (self):
"""Return iterator of internal IPv4Range list."""
return iter(self.__ip_ranges)

def __str_ (self):

"""Show IPv4Range's in printable form.
result = ""
for ip_range in self.__ip_ranges:

if result:

result += "\n"

result += f"{ip_range}"

return result

def _sum(self, param):
"""Private function for summing address spaces.

The function is overloaded with various parameter types.

Parameters of any type are converted internally into the
IPv4AddressSpace. The function returns a list with the minimum number
of largest IPv4Range's. After the function executes, the number of
IPv4Range in the internal list may differ from the returned value.

Args:
param (ipaddress.IPv4Address | ipaddress.IPv4Network,
IPv4Range | IPv4AddressSpace): data to add to the internal
list of IPv4Ranges

Returns:
[IPv4Range]: The result of adding IPv4Range's

Raises:
ValueError: if an unsupported parameter type is used
if isinstance(param, ipaddress.IPv4Address):
added_address_space = IPv4AddressSpace(IPv4Range(param, param))
elif isinstance(param, ipaddress.IPv4Network):
added_address_space = IPv4AddressSpace(param)
elif isinstance(param, IPv4Range):
added_address_space = IPv4AddressSpace(param)
elif isinstance(param, IPv4AddressSpace):
added_address_space = param
else:
raise ValueError("Unsupported parameter type")

combinet_list of_ranges = (self.ip_ranges
+ added_address_space.ip_ranges)
if not combinet_list_of_ranges:
return []

intervals = [

(int(start_ip), int(end_ip))

for start_ip, end_ip in combinet_list_of ranges
1
# Sort by StartIP and ignorig EndIP
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intervals.sort(key=lambda x: x[0])
result_ip_ranges = []
prev_int_start_ip, prev_int_end_ip = intervals[0]

for current_start, current_end in intervals[1:]:
# Two ranges intersect or are adjacent,
# so expand their endpoint.
if prev_int_end_ip + 1 >= current_start:
prev_int_end_ip = max(prev_int_end_ip, current_end)

else:
result_ip_ranges.append(

IPv4Range(
ipaddress.IPv4Address(prev_int_start_ip),
ipaddress.IPv4Address(prev_int_end_ip),

)

)

prev_int_start_ip = current_start
prev_int_end_ip = current_end

result_ip_ranges.append(

IPv4Range(
ipaddress.IPv4Address(prev_int_start_ip),
ipaddress.IPv4Address(prev_int_end_ip),

)

)

return result_ip_ranges

def _subtract(self, param):
"""Private function for subtracting address spaces.

The function is overloaded with various parameter types.

Parameters of any type are converted internally into the
IPv4AddressSpace. The function returns a list with the minimum number
of largest IPv4Range's. After the function executes, the number of
IPv4Range in the internal list may differ from the returned value.

Args:
param (ipaddress.IPv4Address | ipaddress.IPv4Network,
IPv4Range | IPv4AddressSpace): data to subtract from the
internal list of IPv4Range's

Returns:
[IPv4Range]: The result of subtracting address spaces. May be None
if there are no IP addresses left.

Raises:
ValueError: if an unsupported parameter type is used
if isinstance(param, ipaddress.IPv4Address):
sub_address_space = IPv4AddressSpace(IPv4Range(param, param))
elif isinstance(param, ipaddress.IPv4Network):
sub_address_space = IPv4AddressSpace(param)
elif isinstance(param, IPv4Range):
sub_address_space = IPv4AddressSpace(param)
elif isinstance(param, IPv4AddressSpace):
sub_address_space = param
else:
raise ValueError("Unsupported parameter type")

if self.is_empty():
return []

base = self.__ip_ranges
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# Convert internal IPRanges to a list of tuples (events) where:
# - first member is IP converted to int

# - second member is type of IP:

# -- 1 = start of the base range

# -- -1 = end of the base range

# -- 2 = start of the subtractive range

# -- -2 = end of the subtractive range

events = []

for start_ip, end_ip in base:
start = int(start_ip)
end = int(end_ip)
events.append((start, 1))
events.append((end + 1, -1))

for start_ip, end_ip in sub_address_space:
start = int(start_ip)
end = int(end_ip)
events.append((start, -2))
events.append((end + 1, 2))

# Sort events by IP and type. Smallest IP first.

# If IPs are equal then count type order:

# substractive end, base start, base end, substractive start
events.sort(key=lambda x: (x[0], -x[1]))

# Possible events order after sort:

# base_start => base_end | sub_start | sub_end
# base_end => base_start | sub_start | sub_end
# sub_start => sub_end | base_start | base_end
# sub_end => sub_start | base_start | base_end
# First event can be: base start | sub_start

# Valid subtraction results:

# 1. base start | base end

# 2. base start | (sub_start - 1)

# 3. (sub end+1) | base_end

# We must find these transitions of events

# When we find the start of a range, the next event will

# always be the end of the range. Since the range is contiguous
# and has no gaps

result = []
active = 0
start = None

for current_int_ip, delta in events:
if active > 0 and start is not None:
# save found range
# -1 becouse all ends incrimented by one
result.append((start, current_int_ip - 1))

active += delta

if active > @ and start is None:
start = current_int_ip

elif active <= @:
start = None

# Create IPRanges list
return [
IPv4Range(ipaddress.IPv4Address(s), ipaddress.IPv4Address(e))
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for s, e in result
if s <=e

]

def __add_ (self, param):
"""Addition of address spaces.

The function is overloaded with various parameter types.
Parameters of any type are converted internally into the
IPv4AddressSpace. Returns an IPv4AddressSpace containing the sum
of the internal list of IPv4Range's with parameters. The result
consists of the minimum number of the largest IPv4Range's.

Args:
param (ipaddress.IPv4Address | ipaddress.IPv4Network,
IPv4Range | IPv4AddressSpace): data to subtract to the internal
list of IPv4Range's

Returns:
[IPv4Range]: The result of adding IPv4Range's

Raises:

ValueError: if an unsupported parameter type is used
result_ip_address_space = IPv4AddressSpace()
result_ip_address_space._set_ip_ranges(self._sum(param))
return result_ip_address_space

def append(self, param):
"""Add new address space to the internal list of IPv4Range's.

The function is overloaded with various parameter types.

Parameters of any type are converted internally into the
IPv4AddressSpace. After the function is executed, the internal
IPv4Range list will contain the sum of itself with the parameter.

The number of elements in the internal IPv4Range list may also change.

Args:
param (ipaddress.IPv4Address | ipaddress.IPv4Network,
IPv4Range | IPv4AddressSpace): data to add to the internal
list of IPv4Range's

Raises:
ValueError: if an unsupported parameter type is used

self._set_ip_ranges(self._sum(param))

def __sub__(self, param):
"""Subtraction of address spaces.

The function is overloaded with various parameter types.

Parameters of any type are converted internally into the
IPv4AddressSpace. The function returns a list with the minimum number
of largest IPv4Range's. After the function executes, the number of
IPv4Range in the internal list may differ from the returned value.

Args:
param (ipaddress.IPv4Address | ipaddress.IPv4Network,
IPv4Range | IPv4AddressSpace): data to subtract from the
internal list of IPv4Range's

Returns:
[IPv4Range]: The result of subtracting address spaces. May be None
if there are no IP addresses left.
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Raises:

ValueError: if an unsupported parameter type is used
result_ip_address_space = IPv4AddressSpace()
result_ip_address_space._set_ip_ranges(self._subtract(param))
return result_ip_address_space

def remove(self, param):
"""Subtraction of address spaces.

The function is overloaded with various parameter types.

Parameters of any type are converted internally into the
IPv4AddressSpace. After executing the function, the internal IPv4Range
list will contain the difference between itself and the parameter.

The number of elements in the internal IPv4Range list may also change
and become zero.

Args:
param (ipaddress.IPv4Address | ipaddress.IPv4Network,
IPv4Range | IPv4AddressSpace): data to subtract from the
internal list of IPv4Range's

Raises:
ValueError: if an unsupported parameter type is used

self._set_ip_ranges(self._subtract(param))

def networks(self):
"""Get list of IPv4 networks that span the address space.

Return:
[ipaddress.IPv4Network]: The resulting list. May be empty.

Raises:
ValueError: if an unsupported parameter type is used
network_list = []
for r in self.__ip_ranges:
network_list.extend(r.networks())
return network_list

@staticmethod
def load_from_file(filename):
"""Return IPv4AddressSpace loaded from file.

File format:

# - comment

Each line can contain:

IPv4 adress. Ex. 1.2.3.4

IPv4 subnet. Ex. 1.2.3.4/8 or 1.2.3.4/255.0.0.0
IPv4 range. Ex. 1.2.3.4-1.2.3.5

Args:
param (filename): name of file to load.

Return:
IPv4AddressSpace: loaded from file

Examples:
ia = IPv4AddressSpace.LoadFromFile("file.txt")

Raises:
ValueError: if error parsing file
FileNotFoundError: if file i/o errors
OSError: if file i/o errors
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ip_address_space = IPv4AddressSpace()
line_from_file = ""
with open(filename, "r", encoding="utf-8") as file:
line_succesfuly decoded = True
while True:
if not line_succesfuly_decoded:
raise ValueError(f"Error parsing line {line_from_file}")
# read line from file
line_from_file = file.readline()
# stop if line empty
if not line_from_file:
break

# removing comments

spleated_list_from_line = line_from_file.split("#")

uncommented_str = spleated_list from_line[Q]

uncommented_str = uncommented_str.strip()

if not uncommented_str: # drop full commented lines
continue

# pasrsing line
# is line IPv4Address?

try:
ip_addr = ipaddress.IPv4Address(uncommented_str)
ip_address_space += ip_addr
continue
except ValueError:
pass

# is line IPv4Network?

try:
ip_network = ipaddress.IPv4Network(uncommented_str,False)
ip_address_space += ip_network
continue
except ValueError:
pass

# is line IPv4Range?

try:
split_result = uncommented_str.split("-")
if 2 != len(split_result):
raise ValueError(
"String can't be splited by '-' into 2 parts”
)
start_ip = ipaddress.IPv4Address(split_result[0].strip())
end_ip = ipaddress.IPv4Address(split_result[1].strip())
ip_address_space += IPv4Range(start_ip, end_ip)
continue
except ValueError:
pass

line_succesfuly_decoded = False
return ip_address_space

Ecnun 6mbnmnoTteky MO>KHO MCMOMb30BaTh rae yrogHo, xotb Ha Web-canTe, To MHe 34€ecb 1
cernyac HeobxogmMa HeborblLas KOHCOMbHAA YyTUNUTA, NO3BOMAOLLAA BbINOMHUTb
HeobxoanMble pacyéTbl. B pe3dynbrate s Hanucan

ipcalc.py.
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import sys
import ipaddressspace

# skip sys.argv[@] — scrpit name.
args = sys.argv[1l:]

print("IPv4 address space calculator. (c) imbasoft.ru. Freeware. MIT License")
if @ == len(args):

print("Usage: ipcalc.py filel +/- file2 +/- file3 ... [--network]")
print("Example: ipcalc.py iaspacel.txt + iaspace2.txt - iaspace3.txt")
exit(0)

file_expected = True
network_output = False
result_ip_address_space = ipaddressspace.IPv4AddressSpace()

last_operator = "+

for arg in args:
if arg in ('+', '-'):
if file_expected:
print("Error parsing command line. File expected")
exit(1)
file_expected = True
last_operator = arg

continue
if "--network" == arg:
network_output = True
continue
else:

if not file_expected:
print("Error parsing command line. Operator expected")
exit(1)

ia_from_file = None

try:
ia_from_file=ipaddressspace.IPv4AddressSpace.load_from_file(arg)
except:
print(f"Error parsing file: {arg}")
exit(1)
if "+" == last_operator:
result_ip_address_space += ia_from_file
if "-" == last_operator:
result_ip_address_space -= ia_from_file

file_expected = False

print("Result:")
if (network_output):
for net in result_ip_address_space.networks():
print(net)
else:
print(result_ip_address_space)

PabotaeT oHa npocTo. B koMaHAHOM CTPOKe yKa3blBatoTCca dansbl U apudmetTnyeckme
onepaTtopsbl. Pannbl cogep>kaTt agpecHble NPOCTpaHCTBa, a apudMeTMUeckne onepaTopsl
YKa3bIBaKOT, UTO HEOOX0AMMO cAeNaTth: CIOXKUTb agpecHble NPOCTPaHCTBa Mexxay cobon
nnu BblvecTb. 1o ymMonyaHuto OTBET BblOaETCA B BUAE Anana3oHoB IP-agpecos (Hanpumep,
1.2.3.4-1.2.3.10), a ecnu ykasaTb kntou «--network», To B Buae CIDR-noaceten (Hanpumep,
10.20.30.0/24).
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[Ona peweHna Mmoen 3agayuu a caenan asa danna:
1.FullSpace.txt, 3apatoLnin BCE AOCTYNHOE aApecHOe NPOCTPaHCTBO.

 0.0.0.0/0

2.SpeciallPs.txt, cogep>kawimmm nepeveHb 3ape3epBnpoBaHHbIX IP-agpecos:

# Based on https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-
special-registry.xhtml

0.0.0.0/8

0.0.0.0/32

10.0.0.0/8

100.64.0.0/10

127.0.0.0/8

169.254.0.0/16

172.16.0.0/12

192.0.0.0/24

192.0.0.0/29

192.0.0.8/32

#The IP address is considered globally unreachable.
192.0.0.9/32

#The IP address is considered globally unreachable.
192.0.0.10/32

192.0.0.170/32

192.0.0.171/32

192.0.2.0/24

192.88.99.2/32

192.168.0.0/16

198.18.0.0/15

198.51.100.0/24

203.0.113.0/24

240.0.0.0/4

255.255.255.255/32

# Manually added multicast subnet
224.0.0.4/4

3anycTunB BCE 3TO BMECTE:

python3 ipcalc.py FullSpace.txt - SpeciallPs.txt

A nonyunn nepeyeHb 6enbix IP-gnana3oHoB:
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1.0.0.0-9.255.255.255
11.0.0.0 - 100.63.255.255
100.128.0.0 - 126.255.255.255
128.0.0.0 - 169.253.255.255
169.255.0.0-172.15.255.255
172.32.0.0 - 191.255.255.255
192.0.1.0-192.0.1.255
192.0.3.0-192.88.99.1
192.88.99.3 - 192.167.255.255
192.169.0.0 - 198.17.255.255
198.20.0.0 - 198.51.99.255
198.51.101.0 - 203.0.112.255
203.0.114.0 - 223.255.255.255

Hob6aBunp kntoY «--network»

‘ python3 ipcalc.py FullSpace.txt - SpeciallPs.txt —-network

Monyuynn nepeveHb «6enbix IP-nogceten»:

1.0.0.0/8
2.0.0.0/7
4.0.0.0/6
8.0.0.0/7
11.0.0.0/8
12.0.0.0/6
16.0.0.0/4
32.0.0.0/3
64.0.0.0/3
96.0.0.0/6
100.0.0.0/10
100.128.0.0/9
101.0.0.0/8
102.0.0.0/7
104.0.0.0/5
112.0.0.0/5
120.0.0.0/6
124.0.0.0/7
126.0.0.0/8
128.0.0.0/3
160.0.0.0/5
168.0.0.0/8
169.0.0.0/9
169.128.0.0/10
169.192.0.0/11
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169.224.0.0/12
169.240.0.0/13
169.248.0.0/14
169.252.0.0/15
169.255.0.0/16
170.0.0.0/7
172.0.0.0/12
172.32.0.0/11
172.64.0.0/10
172.128.0.0/9
173.0.0.0/8
174.0.0.0/7
176.0.0.0/4
192.0.1.0/24
192.0.3.0/24
192.0.4.0/22
192.0.8.0/21
192.0.16.0/20
192.0.32.0/19
192.0.64.0/18
192.0.128.0/17
192.1.0.0/16
192.2.0.0/15
192.4.0.0/14
192.8.0.0/13
192.16.0.0/12
192.32.0.0/11
192.64.0.0/12
192.80.0.0/13
192.88.0.0/18
192.88.64.0/19
192.88.96.0/23
192.88.98.0/24
192.88.99.0/31
192.88.99.3/32
192.88.99.4/30
192.88.99.8/29
192.88.99.16/28
192.88.99.32/27
192.88.99.64/26

192.88.99.128/25

192.88.100.0/22
192.88.104.0/21
192.88.112.0/20
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192.88.128.0/17
192.89.0.0/16
192.90.0.0/15
192.92.0.0/14
192.96.0.0/11
192.128.0.0/11
192.160.0.0/13
192.169.0.0/16
192.170.0.0/15
192.172.0.0/14
192.176.0.0/12
192.192.0.0/10
193.0.0.0/8
194.0.0.0/7
196.0.0.0/7
198.0.0.0/12
198.16.0.0/15
198.20.0.0/14
198.24.0.0/13
198.32.0.0/12
198.48.0.0/15
198.50.0.0/16
198.51.0.0/18
198.51.64.0/19
198.51.96.0/22
198.51.101.0/24
198.51.102.0/23
198.51.104.0/21
198.51.112.0/20
198.51.128.0/17
198.52.0.0/14
198.56.0.0/13
198.64.0.0/10
198.128.0.0/9
199.0.0.0/8
200.0.0.0/7
202.0.0.0/8
203.0.0.0/18
203.0.64.0/19
203.0.96.0/20
203.0.112.0/24
203.0.114.0/23
203.0.116.0/22
203.0.120.0/21
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203.0.128.0/17
203.1.0.0/16
203.2.0.0/15
203.4.0.0/14
203.8.0.0/13
203.16.0.0/12
203.32.0.0/11
203.64.0.0/10
203.128.0.0/9
204.0.0.0/6
208.0.0.0/4
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